e

iflel" b
hs = "Odif
- Ject lerg
"d-llir-p mif‘rw, k| "leu(-
-~ = bje :"b
. .l.‘ Ea "MIR E mi;-ro" ob
- R - -~
~ .Dd,uSe :OR\X .
e .uSe\ = ;l{e
. Se
e ot i ufe\fM‘ FalSe
™ m0d <. IRROR y~.
-’ -Use\x » Fal;: H
Wod.use y _
- ‘°d-use 2 rue
retion - = False
» mod. ue. . LRROR 7-
- -uSe_x = False
.Dd.use_y = False
W.Rod.use_z = Trye

at the end -add back the de
.select= 1
.select=1
IR . scene.objects.active = modifier g

pcted” + str(modifier_ob)) # mo
select = 0
ext.selected_objects[@]
wg[z:vne.name}.sel&ct =1

please select exactly two objects

rOR CLASSES ---—-———

Advanced Technology Delivery

CYBERSECURITY PROGRAMS

X(SDI

PRESENCE LLC

SDI (SDI Presence LLC)

200 East Randolph, Suite 3550

Chicago, IL 60601

A Certified Minority Business Enterprise (MBE)

© 2019 SDI Presence LLC 888-YOUR SDI (888-968-7734) sdipresence.com @ SDI Presence @ @SDIPresence



=S

(=7, Bk =Y e =D i ) = c;w

i g
poR
|
‘ U?
glg
oy
&
“ﬂ@ ﬂ
o o

1da0p
190
\
0 )
v [
o
L

S = e

=

=

> = O

:mi@v;% =85
-2
@HV-

LR [l NGl
I (VR @ B e Bk
B | »@} LL i ¥ @ | (*
Dabd [d0d §ibap
dOrpOD0E doa0d
yys fail

‘ X ‘

D@Fﬁ(@;lfv

=5

SE=

=5

= TTE S TIC e e

%

=

T

G

=3
K e

=

S IS IS R
=

~Ya=

(SeateiTe

%4‘47 om T =W

)|t
E
-

StE-

=&

=

EH R EHREP O

= O
S e G =xe
=) ,j)pg_g © DS ) P Ot
Efeas oSS

t

a=Ce s

=)
=

e

W= i i
Ol &t

e,
:

Sitm O

P t51R

SRS S om s R lC S

DB P I (5O =, D

s

TR ES TR TS, TR

—

S b= P =

S P RCR PR O B

S

> =las @ =
D ST
P O P T

S = DO PETENT O

‘ ﬂ‘w ‘
=)

TS, ST

H=r

AUS)
Sle=
T

D15 DR
D (B, T () @
S & = >

@+ \_L’{@v@ r()j)}j‘_‘_’i:)f‘r‘j;v
5 BTSSP B

DS (S

IS PO 00 @
K= @

w@«)a
= o= =) B
TR ST e S
‘ P
ramyi:

PP,

Pors
o) b=
F
S

RS M R R g s

(= ]
S&r

S
=

S oo TS = R R
B SR
P =

= ST

s

=
=)
-
= S
=
= =
S =
e

SDI delivers a strong cybersecurity posture and incident response plan

for our clients to address intrusions before they happen — because

they will happen. Early detection and the ability to stop and contain a

breach = from both inside and outside of the organization — as quickly

as possible are key factors in mitigating risk.
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With over 20 years of collective experience in security-sensitive
critical infrastructure environments, SDI leads a team of highly-
credentialed security and IT professionals to comprehensively
address the security of cyber assets throughout an organization,
including:

Multiple IT environments: corporate, industrial, remote sites
Perimeter: internet ingress/egress
Networks and access control
Endpoint devices: desktop computers, laptops, smart phones,
tablets, thin clients, printers or other specialized hardware
such as POS terminals and smart meters
OT systems including SCADA — designated network, PLC
(programmable logic controller) and IED (intelligent electronic
devices)
Communication/phone systems, including VolP/PBX
Applications including back office systems: financial, email,
office productivity, collaboration, production systems, CRM,
ERP, Billing, public-facing systems, web applications
e Data security: encryption, protection and integrity
SDI and our cyber team have designed comprehensive
cybersecurity services and long-term care cyber programs to
effectively reduce risk and ensure compliance.

sdipresence.com
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WHY CHOOSE THE SDI CYBER TEAM:

+ Quick ramp-up to launch cybersecurity
assessment

Proven ability to work in live
environment without disruption

Broad capabilities to quickly address
and remedy immediate vulnerabilities

Readies clients for cyber events -
delivering baseline of inventoried
equipment, policies, etc.

Provides a clear direction of what is
needed to remediate vulnerable areas

Puts documentation in place should
the client be audited



Comprehensive cybersecurity services and long-term
care programs to reduce risk and ensure compliance.

SDI Cybersecurity Services

IDENTIFY PREPARE DETECT

o Assets & Internal and Internal/

Network External Probes External scan

Coordination Active Directory
with IT scan

* Business
requirements
Access to Web apps scan

¢ Compliance
Infrastructure

Requirements Endpoint scan
Security Policy

Analysis
Review

4

RESPOND/
RECOVER

Mitigation
Improvements
Communication

Training

<

The SDI Team stands ready to assist our clients with an o
enterprise cybersecurity assessment through long-term cyber

protection. SDI evaluates an organization’s current state; °
defines organizational security requirements and an optimal o
target state; and provides a plan for achieving target security

posture requirements and compliance (PCI, SarbOx, SSAE16, o
HIPAA, PHIPA, Others). SDI offers: .

e Comprehensive identification and evaluation of the

Internal Penetration Testing (Authenticated and
Unauthenticated Testing)

End Point Analysis

Web Application Testing/Re-test (following
remediation activities)

Wi-Fi Assessment

Comprehensive Analysis/Review of Security
Architecture, Key Security Devices, Policy, and
Existing Active Threats

strength and efficacy of the client’s existing security e  Physical Environment Inspections
architecture, infrastructure, cyber toolset, and policies e Red Team Exercises

e Enterprise Vulnerability Assessments (EVA) — Deploying e EVA exercise findings and recommendations for potential
cyber partner eSentire’s advanced cyber toolset to mitigation strategies and approaches

address each client’s unique environment and security
posture. SDI’s EVA exercise includes:

e Field remediation of identified cyber vulnerabilities

e On-going cyber defense threat monitoring via eSentire’s

e  Malicious Activity Assessment
e  Phishing Testing
e Open Source Intelligence Gathering

24x7x365 Security Operations Center

e  Cyber policy and procedure development

e  External Penetration Testing ¢ Employee cyber training

e Internal Vulnerability Scanning
e  External/Internal Vulnerability Rescan (following
remediation activities)

e Overall cybersecurity use case/cost savings
rationalization

sdipresence.com



Exceptional Cybersecurity Expertise,
Tailored for Your IT Environment.

The SDI Cybersecurity Partners:

Together, the SDI Cyber Team delivers a state of readiness to rapidly identify existing vulnerabilities, and a
plan to expedite recovery to reduce overall impact.

SDI and its cyber partners have completed successful engagements at major mission-critical clients.
References are available upon request.

@
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Partner

BAE SYSTEMS

technologies S D I
For more information on SDI’s cyber services, please contact Michael

Sutherland at msutherland@sdipresence.com or 312-580-7517. PRESENCE LLC

© 2019 SDI Presence LLC 888-YOUR SDI (888-968-7734) sdipresence.com @ SDI Presence @ @SDIPresence





